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Agenda

Introductions
Understanding the Back Office Challenge

|dentifying Alternative Solutions

Explore the Managed Services Approach to the B\ck/Office

About NeoSystems
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4’  SERVING THE NATIVE COMMUNITIES

NeoSystems is a strong advocate for the advancement of small JOIN LS
businesses in Native and Tribal communities. We create a path to NHOA
success with technology, business practices, and services that L L L3 L
enhance productivity, reduce costs and accelerate growth for all of our Section 809:

Understanding the Fine Print and Asking the Right Questions

clients (GovCon, Commercial and Not-for-Profit orgs.)

Hosted by:

Holland & Knight

g)NAALI‘I
- Educational Workshops and Webinars: 809 Panel, FedRAMP, Managed S Neosysters

Services

Service Areas:

« Conferences: National 8(a) Annual, Alaska Regional Summit, NHO
Business Summit

 Articles and Talk Tracks: FedRAMP and Cloud Security for DoD
Contractors



A UNDERSTANDING THE CHALLENGE

CURRENT CHALLENGES

« Ownership maintained by NFP Mother Firms per SBA
guidelines and IRS regulations

« Seek to leverage 8(a) programs for growth

e NHO-Owned small businesses STILL need to maintain: ‘ What we hear
- Quality back office functions (Accounting, HR, & IT) from our

and cyber security ~ Native Clients
 Control Costs for competitive advantage: w

* Fringe Benefits & HR Management
* Overhead costs
* G&A Costs
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UNDERSTANDING THE CHALLENGE

CURRENT CHALLENGES

» Chicken/Egg.....I need systems to support my growth,
but | must grow before | can afford the systems

* Processes and systems must scale

« Compliance is complex & poses a significant business
risk from our

« Must balance cost of compliance against risk Native Clients
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What we hear




STRATEGIZING THE CHALLENGE WHILE
CONSTANTLY EVALUATING RISK

actually are



BACK OFFICE OPTIONS

DIY...with emphasis on cost avoidance

QuickBooks Low Cost
High Risk:
Resources may not possess required expertise
May fail compliance requirements
Scaling is a challenge
May not meet security requirements

Owner does accounting

PEO or 3" Party Payroll
Provider
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< BACK OFFICE OPTIONS

Build/Buy scalable systems, tools processes

Enterprise class ERP &
HRIS

Hire experienced
Accounting,HR & IT
resources

Implement scalable,
compliant Policies &
Processes

Create IT infrastructure or
leverage CSPs

High cost....may be out of reach for a small business
Reduces Risk:
ERP & HRIS Systems can be compliant, can scale
Resources possess required expertise
Infrastructure can comply with security requirements
Policies and Procedures can meet compliance
requirements
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BACK OFFICE OPTIONS

Leverage Shared Services Model — Managed Back Office Services

Best in Class Software

Secure, Cloud-based
Infrastructure

Functional Experts

Scalable/Compliant
Policies & Processes

Lower Cost than Build/Buy
Reduces Risk:
Uses a Shared Services approach
Combining Business Process Outsourcing with
Knowledge Process Outsourcing
Provides scalable systems & processes
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Understanding Managed
Back Office Services
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4+’ LET’S START WITH “SHARED SERVICES”

one part of the organization or group. ADMINISTRATION §°"“"“ WEDSE“ Cﬁé E S
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 LET’S COMBINE THAT WITH “BPO

Business Process Outsourcing
(“BPO”) can be defined as taking back
office processes, such as data
management, billing and invoicing,

_BUSINESS PROCESS _

internal reporting, HR management, IT =
support, help desks or other essential — QUTSQUR
non-client facing support functions and - ( =

outsourcing them to outside firms....
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TRADITIONAL BPO PARTNERS:
WHAT THEY ARE AND AREN’T

v »

3 parties that can be remote or

: , * Not necessarily always secure
embedded in your operations

against security breaches
Provide financial benefits and cost-

_ « Don’t always provide that “Human”
savings

touch
Offer flexibility allowing firms to
adjust how they compete; increase
agility in changing market
dynamics « May not always incorporate agile
technology such as RPA (robotic
process automation) or Al (artificial
intelligence)

» Don’t always provide a variety of
tools for specialization

Often (but not always) incorporate
knowledge (knowledge process
outsourcing — KPO) with expertise
that goes beyond operational
performance
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LET’S APPLY “KPO” ON TOP

Knowledge Process Outsourcing

(“KPO”) is the process of outsourcing Hnowledge Process
knowledge intensive activities that are DutSDurEing
data driven and encompass the P
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process of gathering, managing,
analyzing and delivering objective
insights into businesses.
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BPO (Business Process Outsourcing)
MSP = . .

KPO (Knowledge Process Outsourcing)

* A solution that incorporates operations with deep expertise and
business process knowledge

* A business model that enables NHO teams to scale back office
activities with a cost effective approach

* Along-term partner with agile people, processes and toolsets
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How do | make this Important Decision?

» What criteria is needed to make a selection?
 How can firms be assured quality, if not proximity?
* Will it really save me money, time?

* Wil it increase my ability to compete?

eeeeeeeeeeeeeeee
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:—.(‘/ UNDERSTANDING REQUIREMENTS & BUSINESS
OBJECTIVES

Organizations should ask:
% Current approach to accounting, finance, HR and IT?
% Strategic business objectives?
% Tactical priorities?
¥ Red flags?

£ Within existing approach/environment

¥ Losing opportunities?

)

¢ Systems can’t scale? Understording
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+‘ EXPERT MANAGED SERVICES (BPO+KPO)

¥ Comprehensive WHAT DOES A “MORPH” OF
BPO AND KPO LOOK LIKE?

% Cost Effective
« Compliant

¢ Scalable AND FINANCE
¥ Predictable

¥ Proven




X7 LOOK FOR A ROBUST, SECURE ACCOUNTING °
SOLUTION

¥ Dedicated support team :
¥ CFO, Controller, Senior Accountant(s)

¢ Best-in-class software tools needed for all accounting
functions

ACCOUNTING
¢ Hosted software in a SSAE16 SOC1 & 2 Compliant ANDFINANCE

data center (at the very least a secure private cloud)

¢ Real-time actionable reporting (“| need it now” type of
reporting)

% Direct report to the CxO of your organization

***Find a partner that can say: “We are your Accounting Department”
and then hold them accountable to deliver on that promise!



../ OPERATIONS AND EXPERTISE YOUR :
BPO/KPO MUST INCLUDE/HAVE

¥Functions

* Accounts Payable, Invoicing & Collections, General Ledger
e Cash Disbursements & Planning, Payroll Services

* Revenue Recognition, Contract/Project Accounting
* Debt Compliance

e Audit Support: external and government

¥Reporting & Planning
* Internal Financial Reports and Statements

* Budgets & Forecasts

¥Subject Matter Expertise
* CFO level insights and analysis

* Regular meetings and financial reviews

 Strategic financial growth planning



:—.(:’/ ASSESS WHICH HUMAN CAPITAL SERVICES
WILL SUPPORT YOUR BUSINESS GROWTH

NHOs should have a strategy for obtaining/running:

¥ A dedicated support team to serve internal teams
* Most NHOs need HR Directors or HR Generalist(s)

¥ HR/Payroll Technology
¥ On-Boarding and Off-Boarding

¥ Benefits Administration and Employee Relations

¥ Performance Management / Performance Review Standardization
» Succession Planning, Career Development

% Policy & Procedure Development
¥ HR Compliance (EEO1, ACA, 5500, |19 VerificationkVerify)
% Training Facilitation (in-person or remote)

¥ Total Compensation Design & Management



:—.::'/ DETERMINE WHAT YOUR OVERARCHING ~
IT NEEDS WILL BE AS YOU SCALE

IT Solutions must Enable your Workforce in Today’s Business
Environment:
¥ Dedicated support team with expertise in scalability

% IT Directors/ Help Desk Support Techs

¥ Whether to use Cloud-Based Hosting of Major Applications
¥ Remote File Access to Data

¥ Network & Server Management

¥ Work Station Imaging & management

¥ Organization of all Computing, Printing, & Communication Devices

¥ 24x7 Availability
¥ Proximity-based




4 BUT WHAT ABOUT BPO/KPO SECURITY?

 How is/would security be threaded through the back office?

 How can firms be assured their shared model is protected
from breaches?

* Do firms outsource their entire business security to one third
party or multiple vendors?

Solution:

Work with a HOLISTIC, INNOVATIVE SOLUTION PARTNER that has
proven specialization and expertise in streamlining COMPLIANT security
through the entire back office.

NeoSystems LLC 2019 ®
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COMPLIANT SECURITY

Compliance:
SAE-16 SOC 1 and SOC 2 audits and PCI-DSS, MA 201, HIPAA, NIST SP 800- F I S |_| H

171, DFARS 252.204-7012, FAR 52.204-21, ITAR, FedRAMP, FISMA.

In a Nutshell:

Government Contractors who are NOT using at minimum, a FedRAMP Ready
FISMA moderate, SSAE-16 SOC 1 and SOC 2 audits and PCI-DSS, MA 201,
HIPAA, NIST SP 800-171, DFARS 252.204-7012, FAR 52.204-21, and ITAR

compliant hosting solution are AT RISK.

At Risk:

Open to interpretation, but we’'d rather not “risk” it.

FedRAMP

25



COMPLIANT SECURITY

FedRAMP S @ —

edRAMP

***Safeguarding covered defense information and optimizing cyber incident reporting is
particularly sensitive for DoD contract holders, which are required controls for the DoD
supplier base.

A FedRAMP (Federal Risk and Authorization Management Program) implemented by GSA
enables contractors and sub-contractors an expedient and cost-effective solution to
place data in a FedRAMP cloud environment.

***FISMA requirements are flowed down. FedRAMP is how FISMA flows down to cloud
providers.*™*



X7 THERE’S NO WAY AROUND SECURITY
AND COMPLIANCE REQUIREMENTS

For Hosting, Contractors Should Strongly For Security, Contractors Shouild
Consider: Strongly Consider:

Software updated at contractors’ convenience Security Program Management

Dedicated systems for predictable Boundary Protection

performance End-User Protection

Enhanced security and compliance in a
FedRAMP Ready cloud

Purpose-built infrastructure with disaster
recovery

Security Information and Event
Management

Vulnerability Management

Configuration Monitoring and Compliance
Scanning

Service level agreements for guaranteed
response time

Incident Response, Remediation and

Comprehensive support with proactive Reporting

monitoring




TYING IT ALL TOGETHER

 NHOs can leverage a shared service model with a BPO+KPQO Solution

LE 1]

* “Quality Services”, “Control” and “Management” with the right partner

» Outsourcing to a TRUSTED and PROVEN partner will:

» Reduce costs while streamlining operations for shared services within NHO entities
» Keep rates competitive (projected revenue, overhead, G&A)
« Keeps costs reimbursable

« Enable expedient decisions related to financial planning, growth and scaling
* Achieve real-time, immediate “granular’ service and insights without excessive costs

« Achieve security and compliance woven through processes and operations

NeoSystems LLC 2019 ®
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* Provides support for nonprofit organizations
and commercial organizations

« Combines PEOPLE, PROCESSES and
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designed for Government Contractors
* Brings a FedRAMP Environment to secure
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organizations of ALL sizes (back office and {:{Q ET,FVIESJQQ,J,,EOE}Y rasis s S"_k_. __)
security) for your shared service models Ve @ Tgonek
Vo G “Aaso
CHENEGA =

CORPORATION  CALISTA CORPORATION



7
=4

FINALLY: WHAT WE’RE ALL ABOUT

» Leading provider of Managed Services and
Business Management System
Implementation & Consulting Services

* Enable, Run & Secure Business Operations
« Accounting

Financial Planning & Analysis

Hosting & Security

IT Infrastructure & Management

HR Management

Training

« Best-in-Class Technology Partnerships

« Turn Key or Custom Solutions

NEO = SYSTEMS INTEGRATOR
AND...

HOSTING

FedRAMP Ready
FISMA Moderate
NIST 800-171
SOC 1
SOC 2

MANAGED
SERVICES
ACCOUNTING

HUMAN
CAPITAL

IT

MANAGED

SECURITY

PREVENTION
DETECTION
RESPONSE
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